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O N E  C L I C K  F I X

Verify Who You are
Talking To!
nCino - the first cloud banking company -
was responsible for moving all of the
manual, printed out, banking processes to
the cloud. It’s because of them that you
can apply for a mortgage or a loan all
online. As technology advances, you will
soon be able to do this across any sector.
Any contract you need could be completed
100% virtually. 
It is more important now than ever to
verify the identity of who you are talking
to. Voice phishing, email spoofing, and
social engineer attacks are on the rise. Just
last week a client who refused a full
security stack almost wired thousands of
dollars to someone claiming to be their
client. 

Recent WNC Breaches
The Charles George VA Medical Center

announced that more than 1,500 veterans

were involved in a data breach. 

1.

A cyber attack actually closed a school back

in 2020 after a cyber attacker demanded

money from Haywood County Schools to

stop encryption of their systems. 

2.

The vulnerability dubbed AutoSpill is a security flaw that
affects mobile password managers on Android devices. It
arises when Android apps load a login page in a WebView,
causing password managers to become "disoriented" about
where to autofill the credentials. This can lead to the
exposure of users' saved credentials from mobile password
managers, circumventing Android's secure input method.
The vulnerability has been highlighted by researchers and
has been found to affect leading password managers like
1Password, LastPass, Keeper, and Enpass on fully updated
Android devices.

In simple terms, when a user tries to log in to a website or
app on their Android device, the vulnerability can cause their
password manager to become confused and potentially
expose their saved login information. This could lead to the
unauthorized access of their accounts.



Did you know that Apple plans to halt
sales of some of its Apple Watches in
the US? This week, a US trade body
upheld a ruling that Apple infringed on
the patents of a medical device firm. 

The watch is the Apple Watch Series 9
and Ultra 2. Starting December 26th,
the ban will be active and you will not
be able to purchase either of these
watches. 

The ban is actually a result of a long-
standing patent dispute between Apple
and Masimo, the medical device maker.
Specifically, related to the technology
associated with blood oxygen
saturation. They claim Apple is using
their technology without permission. 

This dispute started about 10 years ago
when Masimo claimed Apple poached
several engineers and its chief medical
officer. Shortly thereafter, Apple
released its first watch with blood
oxygen saturation technology - the
Apple Watch Series 6. Masimo claims it
was a clone of their own Masimo W1
Medical Watch. 

The ban was issues in October and is
nearing the end of the 60-day
presidential review period. If no veto is
made against the ban, these watches
will be gone for the foreseeable future. 

Amy’s Corner:
Apple Watches

Use 2FA - Our security
team can brute force
your password in just 1
day...



ENTERPRISE CIO
SERVICES

We're there when you need us - onsite or by
remote - highly skilled, friendly service that gets
it done. We take care of your servers, desktops,
laptops, network, internet, and more.
Addressing small problems before they become
issues. And if your internet goes down, we
address it immediately.

Have an issue? Let us know, instantly, through
our email ticketing system or helpdesk phone.
We can also receive alerts regarding your
various systems in real time. Not only can you
treat us just like an internal IT department, but
we can act as your CIO. We provide vision and
oversight for your IT - making sure you're using
it as a competitive advantage, ensuring your
projects stay on budget, and helping you become
compliant with industry regulations. 

WE DO ONSITES
OR REMOTES 
24/7 / 365

CYBER SECURITY
CAN SAVE YOU $$$
Cyber security controls don't have to be
expensive, and they can actually save you money.
When we implement security controls, not only is
your data safer, but so are your employees'
actions. Having proper controls can help prevent
a breach, which shuts most businesses down as
they cannot pay the fines or cannot recover from
the client-trust impact. Additionally, security
controls can lower cyber security insurance costs!


