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Tech Talk

GOOg'G Pa SSkey So what is a passkey? How is a passkey any different
q from a password? Well, a passkey is a new kind of
Sta rtlng May' 2023 login credential that makes passwords pointless.
Starting May 3, 2023, Google reports Instead of characters compromising a password,
they will integrate passkey support passkeys utilize biometric features, such as
for Google Accounts; you'll be able to fingerprints or facial recognition, to authenticate the
creatg @ PaSSkey to .S|mpI|fy the way identity of the user. They are a lot more secure than
you sign-in. What this means to us is
that instead of two-step verification passwords too. Passwords are usually not created to
and passwords, you'd just use your be strong enough, are easily guessed, and folks can
fingerprint, face, or screen lock on have a bad habit of writing them down on a post-it
your iOS device. It's really easy to set note (that then gets posted under a keyboard or on
u.p tO,O! All ypu do is head to Qoogle‘s the actual computer monitor). Passkeys don't require
sign-in options page, navigate to ,
‘passkeys' and click ‘create a the end-user to remember anything or create crazy
passkey’; you need to do this by complex passwords, and since biometric features are
December 1st though. Once you're inherently unique, it makes passkeys drastically more
done, your built-in iPhone security secure. If you want more in-depth information, check

key is automatically removed from out TechTarget's article, 'Passkey vs password: what is
your account and a passkey is now . \
the difference?".

used.



The Dangers of
loT Devices

What is an loT Device? Why
does it matter?

loT devices are common household
items that can connect to the internet.
Some examples include a smart fridge,
smart speakers, smart TVs, Alexa's and
Google Homes, etc. |oT devices can be
used as listening devices or back doors
to your network.

loT Devices are Rarely
Updated

As security holes are discovered, IoT
devices are rarely patched or updated.
This is because the software developer
and manufacturer do not develop or
release security updates once the item
leaves the warehouse, leaving you at
risk.

loT Devices Silently Listen

Even when off or in silent mode, loT
devices can still listen in and send your
conversations to an unauthorized
party. Never have IloT devices in
confidential areas, such as a nurse
station at a hospital where patient data
may be discussed.

loT Devices are targeted
back doors

Smart TVs are a great example of how
easy an attacker can gain access to
your secured network through an
insecure device. The attacker gains
access to the TV due to an inherent
lack of security, and can then move
latterally to access your router and
workstations.




WE DO ONSITES OR
REMOTES
24/7 / 365

We're there when you need us - onsite or by
remote - highly skilled, friendly service that
gets it done. We take care of your servers,
desktops, laptops, network, internet, and
more. Addressing small problems before
they become issues. And if your internet
goes down, we address it immediately.

.\

CYBER SECURITY &
DISASTER RECOVERY

We make sure that your network is secure
form hackers and breaches - and that your
computers and users aren't susceptible to
viruses, malware, and other cyber threats.
From designing a simple server backup to
creating a  comprehensive  business
continuity plan, our technicians are experts
in data security. They'll keep your data safe
from loss, theft, hackers, and inevitable
zombie apocalypse.

ENTERPRISE CIO
SERVICES

Have an issue? Let us know, instantly,
through our email ticketing system or
helpdesk phone. We can also receive alerts
regarding your various systems in real time.
Not only can you treat us just like an internal
IT department, but we can act as your CIO.
We provide vision and oversight for your IT -
making sure you're using it as a competitive
advantage, ensuring your projects stay on
budget, and helping you become compliant
with industry regulations.




