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Tech Talk

Less than 1/3 Of There are few things scarier than a breach or incident
Microsoft UserS are involving patient protected health information (PHI).

Considering how the world is moving in a digital

Using Mu|ti_FaCtor direction and electronic PHI (ePHI) is becoming more

. . relevant, it is more important now than ever to
AUthent|Cat|On protect our network and workstations.
Pretty shocking, right? We thought so Noncompliance with HIPAA can result in significant
too, but the data doesn't lie. Clearly, judgements & substantial monetary penalties.
folks are not protecting their data. According to IBM, the average cost of a HIPAA
Without multi-factor authentication, violation in 2022 was $10.1 million (and that's per

unless you hgve d strohg, unique organization, not overall). Furthermore, one can incur
password, it is not difficult for a

threat actor to gain access to your a willful neglect fine up to $50,000 for each incident of
information. And even if you neglect; and neglect can be as simple as not doing
maintain a strong password, if that proper yearly security training for your employees.
password was used for multiple The cost of implementing and ensuring security

accounts and.involved in a data leak, controls far under weighs the consequences of a ePHI
you're left just a wvulnerable as breach

someone with a weak password.
Always  implement  multi-factor
authentication anytime you can.



Monthly
Computer Check

Perform Updates & Identify
End-of-Life Equipment

Updates are pivotal and repair known
security holes on your device. End-of-
life equipment is no longer supported,
so those security patches are never
released.

Implement and Verify
Backups

Did you know you can back up your
own computer? You can use iCloud on
a Mac device or an external hard drive
for a Windows machine. Once your
files are backed up, it is important to
verify the health of those backups by
routinely performing 'test restores'.

Ensure Software is Up to Date

Even though your operating system is
up to date, that does not mean your
software is. Web browsers also require
updates. For example, when using
Chrome, you may see an 'update'
option in the top, right-hand corner
once an update has been released.

Verify Network Health &
Security

Folks commonly do not change their
default WiFi or router password. It is
important to not only change these
default values, but also ensuring max
levels of encryption and proper firewall

rules.




WE DO ONSITES OR
REMOTES
24/7 / 365

We're there when you need us - onsite or by
remote - highly skilled, friendly service that
gets it done. We take care of your servers,
desktops, laptops, network, internet, and
more. Addressing small problems before
they become issues. And if your internet
goes down, we address it immediately.

.\

CYBER SECURITY &
DISASTER RECOVERY

We make sure that your network is secure
form hackers and breaches - and that your
computers and users aren't susceptible to
viruses, malware, and other cyber threats.
From designing a simple server backup to
creating a  comprehensive  business
continuity plan, our technicians are experts
in data security. They'll keep your data safe
from loss, theft, hackers, and inevitable
zombie apocalypse.

ENTERPRISE CIO
SERVICES

Have an issue? Let us know, instantly,
through our email ticketing system or
helpdesk phone. We can also receive alerts
regarding your various systems in real time.
Not only can you treat us just like an internal
IT department, but we can act as your CIO.
We provide vision and oversight for your IT -
making sure you're using it as a competitive
advantage, ensuring your projects stay on
budget, and helping you become compliant
with industry regulations.




